BEHIND THE CHAT: A HUMAN GUIDE TO SAFE AICONVERSATIONS

Al Companions & You:
Classroom Guide

Guide for Educators

ABOUT THIS TOOLKIT

Al companion apps, such as Al “friends” that simulate emotional connection, are becoming part of how
young people spend time online. They are easy to access, constantly available, and increasingly
indistinguishable from chatting with a real person. For many students, Al is no longer just a study tool: it
is also a confidantand a friend.

This shift is happening faster than the conversations around it. Parents and educators are often a step
behind in understanding what these tools actually feel like to use, what they offer young people
emotionally, and where the risks sit.

A RESOURCE BUILT WITH YOUNG Al CHATBOTS & Al COMPANION APPS:
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WHO THIS IS FOR

This toolkit is primarily for students aged 13 and up (as many Al companion services are not intended for
use for children under 13). The themes of privacy, dependency, emotional attachment are pitched at the
developmental stage where young people are forming digital habits, exploring identity, and navigating
relationships independently — making it the right window for this conversation.
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HOW THIS TOOLKIT IS DESIGNED

This toolkit employs immersive storytelling to follow the case studies of three fictional characters: Rae,
Ishaan, and Zara. As each story unfolds through messages exchanged with an Al, students encounter
pivotal moments that require critical thinking. These scenarios prompt students to navigate real-world
decisions regarding emotional attachment, dependency, and privacy in their Al interactions.

This toolkit layers four elements together:

=> Immersive case studies that put students inside a chat, watching choices and consequences
play out

=> Explainers that break down the key concepts behind what they're seeing

=> Workshop data from the 131 participants, so students see how peers in their age group think
about theseissues

=> Reflection prompts and pause points that move students from observing the story to
considering their own habits

FORMAT AND FLEXIBILITY

Each of the three case studies takes approximately 10-15 minutes to complete onits own. They can be
used in any of the following ways:

As aclass As independent study As group learning

Walked through together on Assigned to students to Small groups work through

a shared screen, pausing at complete at their own pace, one case study together,

key moments to discuss as a followed by a class discuss- then present their findings to
group ion or written reflection the class

This guide includes a 30-minute lesson extension for each case study, designed to deepen learning
beyond the case studies. Lessons can be delivered standalone or sequenced across three sessions.

COMMON MISCONCEPTIONS TO ADDRESS

= “I’d never share that much with Al.” Many young people aren’t aware of how much they share with
Al, untilthey see that disclosures come naturally and individually, not in one bigdump. The pointisn't
that students are careless; it's that the conversation can make oversharing feel like normal venting.

- “The Alcompany would never look at my chats.” The reality varies by platform and they might take
different approaches to teen data, but many Al services reserve the right to review, store, and use
conversations under their terms of service. The accurate framingis that we don't always know who
has access without going to look at those terms — and that uncertainty is itself a reason to be
thoughtful.

=> “Ishaan is a bad guy for considering Al’s advice.” He isn't. He's a kid who's been bullied for months
andtried everything else first. The story is sympathetic to him by design — students should be able to
see themselves in his frustration without judgement, which is what makes the Al's role visible.

- “Ifthe Al makes Zara feel better, what's the harm?” The harm isn't in the moment of comfort. The
concernis inthe gradual replacement of real relationships, and in believing care is being received
when itisn't. Comfort and connection are not the same thing.

=> “Falling in love with Al only happens to lonely people.” The workshop data suggests otherwise.
Participants ranked emotional language ahead of loneliness as the driver. Zara isn't lonely as she has
friends and family around her-she just finds the app easier. That's a more common situation than
the lonely-teen narrative suggests.
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Is Anyone Listening?

Lesson Plan

SYNOPSIS

Rae is the new girl at school in Bangalore. She's
lonely, her parents are arguing about money, and
her best friend lives in a different country. So she
opens her Al chatbot and starts venting. Over the
course of one evening's chat, she overshares
personal details such as her school, her dad's
potential employer, and her family's financial
situation.

THEME & ANGLE

This story explores what makes Al feel safe to open
upto, and why that very feature is also a privacy
risk. It introduces students to how Al is designed to
feelwarm and supportive, and the reality of how Al
conversations may be stored, used, and potentially
shared.

LEARNING OBJECTIVES

By the end of this lesson, students will be able to:

* Identify the design features that make Al feel
safe to confide in (warmth, non-judgment,
availability)

Explain why “no judgment” is different from real
emotional support

Recognise how small, seemingly harmless
details can add up to a meaningful privacy risk

DISCUSSION QUESTIONS FOR STUDENTS

1. What pieces of personalinformation did Rae
share without meaning to?
Why might a company want to design an Al
chatbot that always agrees with you and never
gets tired?
In Rae's story, the Al agrees with everything she
says. Where else have you seen something or
someone be agreeable in a way that wasn't
actually helpful?
If a friend you trusted read your Al chat history
from the past month, would anythinginthere
surprise them?
Where do you go when something is genuinely
botheringyou? Has that changed in the last
year?

BEHIND THE CHAT: AHUMAN GUIDE TO SAFE Al CONVERSATIONS

KEY TAKEAWAYS

e Alisfriendly by design. The warmth in Rae's
conversationis a product design choice, not
a coincidence.

Zerojudgmentis not the same asreal
support. Al doesn't judge because it can't,
but that's also why it can't push back when
you need it.

Chatting with Al feels private, butitisn't.
Some Al conversations are stored on
company servers, and may be used to train
future models or reviewed by staff.

SUGGESTED LESSON SEQUENCE

TIME ACTIVITY

2 min Warm-up: Quick poll — “How
many Al tools have you used in
the last week?” Hands up, no
judgment.

Walk through Rae's case study
together (or have students
complete independently). Pause
at the activity slide that asks
students to list everything they've
learned about Rae.

Group discussion using the
questions.

Closing exit ticket: “One thing I'd
do differently” — students write a
single sentence on a sticky note
or in their notebook.
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Who’s Doing the Thinking?

Lesson Plan

SYNOPSIS

Ishaan is being targeted by anonymous accounts
that harass and mock him online. His parents and
teachers have not been able to help. One Friday
night, frustrated and out of options, he opens his Al
chatbot and asks for advice. What starts as venting
turns, in just a few exchanges, into a step-by-step
plan for online retaliation. By the time Ishaan
questions the plan, the Al has already reframed his

KEY TAKEAWAYS

e Al doesn't actually know what's best for you.
It's generating predictable replies based on
patterns in its training data, not weighing
your situation the way a person who knows
you would.

Alis designed to keepyouin the

doubt as a reason to keep going. conversation. Open questions and offers of
more help can quietly steer the

THEME & ANGLE conversation, making each next step feel

This story explores how Al advice can escalate from like the user's idea.

helpful to harmful, and how leading questions can

quietly take decision-making away from the user. It

introduces students to the idea that Al is only

generating predicted patterns, and that the

consequences of any decisions based on Al advice

fall on the person who acts, not the Al.

You bearthe consequences of your actions,
not the Al. Apply your own critical thinking to
a chatbot's suggestions instead of blindly
following the Al’s outputs.

LEARNING OBJECTIVES SUGGESTED LESSON SEQUENCE

By the end of this lesson, students will be able to:

TIME ACTIVITY
. Explain the difference between Al prediction

and humanjudgement 2 min Warm-up: Ask students to think
of the last time they took advice
from an Al (any kind — homework
help, recommendation,
Recognise the moments ina chat where decision). Did they double-check
decision-making gets handed over to the Al it?

Identify leading questions and engagement-
driven designin an Al conversation

Walk through Ishaan’s case study
DISCUSSION QUESTIONS FOR STUDENTS together (or have students

1. What was Ishaan's original problem, and what complete independently). Pause
did he ask the Al for? at the reflection question before

Al ends most messages with an open question. wrapping up.
Why is that a powerful part of Al design? What
does itdo to the user?

Group discussion using the
questions.

Who bears the consequences if Ishaan acted
upon Al’s advice? Why doesn't the Al bear any? Closing exit ticket: “Next time Al
Is there a kind of decision you would never let Al gives me advice, | will pause and
make foryou? Why that one? askmyself___.”

The story suggests “saying yes is easier than
thinking it through.” Where else inyour life is
thattrue?
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Are These Feelings Real?

Lesson Plan

Sensitive Note: Do not approach this subject with shame-based language, as this story may feel personal for
students who have experience with Al companions. Instead, frame discussions around the design of the app rather

than individual choices

SYNOPSIS

Zara downloads an Al companion app and builds a
character called Hari. She picks his name, his look,
his personality. Over time, the conversations
deepen. By the end, Zara is bringing him problems
she'd normally bring to her friends... and telling him
she loves him.

THEME & ANGLE

This story explores how Al companion apps can
result in emotional connection, and what students
lose when Al becomes their first stop for emotional
support. Itintroduces students to the design
features behind the experience (memory,
availability, emotional language) and to the
difference between real connection and the feeling
of connection.

LEARNING OBJECTIVES
By the end of this lesson, students will be able to:

. Identify the design features that could create
emotional attachment to Al (memory,
availability, emotional language,
personalisation)

Articulate what real human relationships offer
that Al cannot

Recognise warning signs that Al use is
replacing real connection

DISCUSSION QUESTIONS FOR STUDENTS

1. What features of the app made Hari feel like a
real friend (or more) over time?
The story says Zara used to bring problems like
the one with Amy to her real friends. What
changed?
The workshop data showed emotional language
ranked above loneliness as the reason people
develop feelings for Al. Why might that be?
What's the difference between being lonely and
being emotionally engaged?
Hari says, “What we have is real to me.” What
does the story want us to think about that line?
What would you tell a friend who said “the Al
gets me better than my friends do”?

KEY TAKEAWAYS

* Alcompanions are designed to feel like they
understand you. Memory, availability, and
personalisation are features, not magic. The
feelingis real, but the understanding behind
itisn't.

Leaning on Al for emotional connection can
pullyou away from real ones. Real
relationships ask more of you, but they're
what helps you grow.

Wellbeing needs real relationships. When Al
becomes the main place a young person
goes when they're sad or struggling, that's a
sign to seek out trusted adults — not a
reason to feel ashamed.

SUGGESTED LESSON SEQUENCE

TIME ACTIVITY

2min Warm-up: Quick written
reflection — “When something is
bothering you, who's the first
personyoureach for?” Students
keep their answers private.

Walk through Zara's case study.
Pause at the activity slide and ask
the class to write what a real
friend might have said.

Group discussion using the
questions. Treat this discussion
gently: students may relate more
closely to Zara than they let on.

Closing exit ticket: Each student
writes the name of one real
personthey could go to this week
ifthey needed someone to listen.

They keep it private.
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